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STRONG AND WEAK PASSWORDS  

 

Following are some examples of Strong and Weak passwords: 

 

Strong passwords have the following characteristics:    

• Contain both upper and lower case characters (e.g., a-z, A-Z)   

• Have digits and punctuation characters as well as letters e.g., 0-9, 

!@#$%^&*()_+|~-=\`{}[]:";'<>?,./)   

• Are at least eight alphanumeric characters long.   

• Are not a word in any language, slang, dialect, jargon, etc.   

• Are not based on personal information, names of family, etc.   

• Passwords should never be written down or stored on-line. Try to create 

passwords that can be easily remembered. One way to do this is create a 

password based on a song title, affirmation, or other phrase. For example, 

the phrase might be: "This May Be One Way To Remember" and the 

password could be: "TmB1w2R!" or "Tmb1W>r~" or some other variation.  

  

NOTE: Do not use either of these examples as passwords!   

  

Poor, weak passwords have the following characteristics: 

• The password contains less than eight characters   

• The password is a word found in a dictionary (English or foreign)   

• The password is a common usage word such as:   

• Names of family, pets, friends, co-workers, fantasy characters, etc.   

• Computer terms and names, commands, sites, companies, hardware, 

software.   

• The words "<Company Name>", "sanjose", "sanfran" or any derivation.   

• Birthdays and other personal information such as addresses and phone 

numbers.   

• Word or number patterns like aaabbb, qwerty, zyxwvuts, 123321, etc.   

• Any of the above spelled backwards.   

• Any of the above preceded or followed by a digit (e.g., secret1, 1secret)   

 

 

This newsletter does not give business, accounting, taxation or financial planning advice.  It is 

intended to provide information in a summary form and is general in nature.  The contents do not 

constitute business, accounting, taxation or financial planning advice and should not be relied upon 

as such. Formal business, accounting, taxation or financial planning advice should be sought in 

particular matters. O’Connells OBM Pty Ltd accepts no liability in respect of this information and any 

person acting solely on the information contained within does so entirely at their own risk. 

What is “OBM”?   

OBM helps to: 

• Preserve & promotes the 

enthusiasm, progressiveness, 

innovation, dynamism and general 

momentum of our team;  

• Influence the “constant 

improvement” mentality to be even 

more of a part of our daily efforts; 

and  

• Value the input of each team 

member, giving them a sense of 

ownership and “empowerment”. 


